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Executive summary

“Data governance delivered through specialized Al agents—from data quality through
compliance—kept consistent across data, rules and processes, and scalable as your
footprint grows.”

Enterprises struggle to keep up with the volume, velocity and complexity of their data.
Manual stewardship, scattered policies and inconsistent enforcement slow down business
decisions and expose companies to regulatory risk. Large language model (LLM)-based
agents can augment data governance by continuously observing data assets, interpreting
policy-as-code, recommending or executing repairs, and providing auditable evidence of
every action. Recent research shows that LLM-powered agents are adaptable across
domains but also highlight challenges such as high inference latency, unpredictable outputs
and privacy risks[7]. Our proposed framework defines an Al-agent mesh that works with
existing platforms and retains human-in-the-loop (HITL) oversight. It leverages deterministic
policies, cross-agent knowledge bases and observability to deliver consistent governance at
scale while acknowledging limitations.

What changes vs. today:

e Automation will move governance activities from manual reviews to continuous
observation and repair. LLMs can generate data-cleaning workflows and
metadata/2], detect semantic inconsistencies/[3] and parse data lineage across
heterogeneous scripts with >95 % accuracy/4]. Access/privacy rules become
executable policies enforced uniformly. Evidence bundles ensure traceable
decisions.

e Decision rights remain unchanged: policy owners and domain data owners stay
accountable, and high-risk actions require HITL approval. Existing data platforms
(data lakehouses, ETL pipelines, catalogs) are reused; Al agents orchestrate rather
than replace them.

e Governance becomes proactive rather than reactive: issues are detected and
mitigated within hours instead of weeks. Audit readiness improves as evidence is
captured automatically.

e Increased volume and velocity of data: Modern enterprises process terabytes of
new data daily across varied domains, from transactional systems to loT sensors.
Traditional governance, which relies heavily on manual inspection and static rules,
cannot keep pace. Al agents provide continuous monitoring and automated



responses that scale with data volume, ensuring that governance keeps up with
operational demands.

Technology complexity and heterogeneity: Data is stored and processed across
data warehouses, lakes, operational databases, streams and SaaS platforms. Each
has its own schema, security model and haming conventions. Agents are designed to
integrate with this heterogeneity, using connectors and standard interfaces to
coordinate data flows and provide a unified governance layer.

Elevated expectations from stakeholders: Boards, regulators and customers
demand faster reporting cycles, consistent enforcement of policies and
demonstrable compliance. Al agents accelerate incident detection and response
while capturing evidence required for audits, aligning governance outcomes with
stakeholder expectations.

Continuous improvement: Governance becomes an iterative process rather than a
one-time exercise. Agents collect metrics, provide feedback and support the
refinement of policies and playbooks over time. Quarterly reviews ensure that
governance processes evolve with business needs, regulatory changes and
technological advances.

Target outcomes:

Consistency of facts, rules, processes and decisions across systems.

Broader coverage and completeness of data quality (DQ), metadata and access
policies.

Shorter time-to-detect and time-to-remediate (MTTR) for DQ incidents and policy
violations.

Continuous audit readiness with evidence bundles linked to lineage.

Cost reallocation from manual stewardship to policy design, oversight and strategic
initiatives.

What doesn’t change:

Ownership and accountability: Responsibility for data quality, privacy and
compliance remains with domain data owners and policy owners. Agents assist with
observation and enforcement but do not override human authority, particularly for
high-risk or ambiguous decisions.

Existing investments: Data platforms, catalogs and processing pipelines remain in
place. The framework integrates with these systems, orchestrating governance
across them without replacing core infrastructure.

Human involvement: High-impact decisions, complex edge cases and ambiguous
scenarios still require human judgment. Agents provide context, suggested actions
and risk assessments to support human decision-makers.



e Regulatory compliance: Laws and regulations (e.g., GDPR, CCPA, industry-specific
standards) remain the baseline. Agents enforce policies aligned with these
regulations and produce auditable evidence, but they do not alter legal requirements.

e Organizational culture: While automation alters workflows, a culture of
accountability, transparency and ethical data use remains essential. The framework
promotes these values rather than replacing them.

Business problem & outcomes

Deepening the rationale

The executive summary introduced the broad rationale for embracing Al agents in data
governance. A deeper examination of recent research and industry trends strengthens this
rationale. Liang etal. found that LLM-powered agents offer cross-domain flexibility but
warned of latency, unpredictability and security issues[7]. Their work underscores the need
for deterministic controls and guardrails within an agent-based framework. Zhang et al.
introduced Cocoon, which decomposes data-cleaning tasks and leverages LLMs for
semantic understanding[3][5]. This supports our argument that complex data quality
problems can be automated through structured task decomposition. Li et al. demonstrated
that LLMs can auto-generate data-cleaning workflows with minimal fine-tuning/2], reducing
manual design efforts. Busch etal. showed that LLMs can produce DCAT-compatible
metadata comparable to human efforts and that larger models and fine-tuning improve
accuracy/[6]. Luo et al. achieved = 95 % table-level accuracy in lineage parsing by leveraging
few-shot, chain-of-thought prompts/4], illustrating the capability of LLMs to extract lineage
across heterogeneous scripts. Santos etal. proposed an interactive data harmonization
system that combines LLM reasoning with user interfaces, enabling experts to merge
datasets with varying schemas/[7]. Complementary surveys emphasize that Al data
governance must span the entire lifecycle of LLMs—training, validation, deployment and
operations—and must address data quality, bias, privacy and security/8][9]. Together, these
findings provide empirical support for the adoption of specialized Al agents in data
governance. They highlight both the possibilities and the risks, reinforcing the need for
structured policies, robust control planes and human oversight.

Manual data governance does not scale. Organizations rely on data stewards and analysts
to monitor quality, interpret policies, rectify errors and prepare audit evidence. This leads to
several pain points:

e Manual effort: Analysts spend over 80 % of their time cleaning data/70] and rely on
ad-hoc scripts that do not generalize.

¢ Inconsistent policy interpretation: Policies written in prose are enforced differently
across systems and by different teams. Statistical rules derived from noisy data yield
low accuracy and recall[77].

o Audit latency: Evidence collection is a manual process that delays audits and
increases risk of non-compliance.



e Talent bottlenecks: Skilled data engineers are consumed by repetitive tasks instead
of higher-value work.

Pain points in detail

The pain points summarized above stem from deeper structural issues. Heterogeneous
systems and fragmented policies contribute to inconsistency and manual overhead. Data is
stored in multiple silos, data lakes, warehouses, transactional systems and SaaS tools, each
with different schemas and controls. Policies governing access, retention and quality are
often captured in spreadsheets or internal wikis without clear versioning. As a result,
stewards spend most of their time manually cleaning data and reconciling conflicting
definitions, leaving little capacity for proactive governance.

Manual curation is not only inefficient; it is error-prone and inconsistent. Two stewards can
interpret the same policy differently, leading to divergent decisions. Zhang et al. note that
analysts spend over 80 % of their time cleaning data/70], illustrating the magnitude of the
manual burden. Without continuous monitoring, errors accumulate and surface only when
they affect downstream analytics, causing delays and rework.

Delayed remediation exacerbates the impact of anomalies. A quality issue that persists for
days may propagate to multiple reports, models and operational systems. The lack of unified
observability means that stewards often discover issues indirectly (e.g., through user
complaints). Evidence for decisions is scattered across emails, tickets and logs, making
audits labor-intensive.

Finally, talent bottlenecks hinder scalability. Data engineers and stewards are in short
supply; routine governance tasks compete with innovation and product development for
theirtime. Automating repetitive tasks frees up these experts to focus on strategic initiatives,
such as designing robust policies, overseeing high-impact decisions and mentoring teams.

Expanded outcomes and KPIs

The target outcomes and KPls presented earlier provide a baseline for measuring
improvement. To gain a fuller picture, organizations should track both leading indicators and
outcomes. Leading indicators predict future performance, while outcome metrics reflect
governance effectiveness.

Leading indicators:

e Anomaly rate: Percentage of records flagged as anomalies by the DQ monitor. A
rising anomaly rate may signal upstream issues or changes in data feeds.
e Remediation acceptance rate: Percentage of recommendations from the DQ repair

agent that are accepted by human reviewers. Low acceptance may indicate poor
agent performance or unclear policies.



e Policy adherence drift: Number of times the policy & standards agent deviates from
expected decisions because of ambiguous or outdated rules. Tracking this helps
identify policies requiring revision.

e Evidence timeliness: Average time between an agent action and the completion of
its evidence bundle. Long delays may indicate issues in the observability pipeline or
excessive manual intervention.

Outcome measures:

e Data quality improvement: Measured by DQ scores across domains (e.g.,
percentage of records meeting quality checks). Monitoring improvements over time
demonstrates the effectiveness of agents and repairs.

e MTTR reduction: Tracking reductions in mean time to repair shows how quickly
issues are resolved. Short MTTRs reduce the ripple effect of errors.

e Compliance adherence: Percentage of access requests correctly evaluated, and
evidence bundles produced indicates the reliability of policy enforcement. This
metric directly impacts audit readiness.

e Cost savings and reallocation: Estimating the labor hours saved by automation and

the reallocation of resources to high-value activities highlights the business value of
the framework.

Target outcomes and sample KPIs (key performance indicators):

Table 1: These KPIs measure improvement in quality, speed and completeness while
retaining accountability. They should be baselined against current metrics and reviewed
quarterly.

Outcome Metric (example KPI) Owner

Higher data quality DQ score (valid keys/emails =299.5% in | Domain data owners
gold layer)

Faster remediation Mean time to repair (MTTR) critical | Governance council
incidents<4 h

Lower decision | P95 policy decision latency = 100 ms Policy & standards
latency agent
Complete audit | 100 % of agent actions with evidence | Audit/risk officer

evidence bundle & lineage link




Scope & non-goals

In scope:

Policy-as-code: Represent data access, masking and retention rules in declarative
code (e.g., Open Policy Agent/Rego) and manage them through GitOps.

DQ monitoring & repair: Detect anomalies such as duplicates, missing values,
inconsistent patterns and functional violations. LLM-based systems like Cocoon
decompose complex cleaning tasks and combine semantic understanding with
statistical detection/3]/5].

Metadata/catalog: Use LLMs to generate DCAT-compatible metadata and enrich
catalogs; research shows that LLMs can produce high-quality titles and keywords and
that larger models and fine-tuning improve accuracy/6].

Lineage/impact: Apply LLM-enabled parsing to extract lineage from SQL, Python,
Shell and other scripts; the proposed approach achieves >95 % table-level accuracy
with few-shot prompting/4].

Access/privacy: Support RBAC/ABAC policies with purpose binding, regionality and
time constraints; discover and label personally identifiable information (PIl) and
apply masking, retention and deletion workflows.

Risk/audit/incident lifecycle: Monitor policy hits, DQ incidents and agent actions;
generate evidence bundles; support incident triage and mitigation.

Out of scope:

Replacing core data platforms (e.g., data warehouses, lakehouses, ETL/ELT engines).
Making non-governance business decisions (e.g., revenue forecasting, product
recommendations).

Removing human approval for high-risk or regulatory actions; specialized agents
assist but do not override human authority.

Scope boundaries and interplay

Within the defined scope, the agent framework interacts with multiple systems. To avoid
scope creep and maintain clarity, boundaries must be explicit:

Data ingestion pipelines: Agents may monitor data at ingestion points (e.g.,
scanning for PIlI or validating schemas) but do not control ingestion logic (e.g.,
scheduling, replication). They may alert data engineers when upstream systems
produce malformed data but cannot modify source systems directly.

Metadata and catalog frameworks: Agents integrate with existing catalog platforms
to read and write entries. They provide enrichment (e.g., generating titles,
descriptions, tags) and reconciliation (e.g., merging duplicate entries) but rely on the
underlying platform for storage and retrieval. Agents do not determine data



ownership; they annotate and enforce policies based on existing ownership
information.

Security and identity systems: Agents evaluate policies using identity information
but do not manage identities or role assignments. They request access decisions
from the identity system and enforce outcomes. The framework assumes that an
identity and access management (IAM) system already exists.

Change management: Agents follow organizational change management
processes. New policies, playbooks or agent modules undergo proposal, testing,
approval, deployment and review. Agents cannot unilaterally change policies or
bypass governance boards.

Non-governance processes: Although Al agents can be beneficial in other domains
(e.g., marketing, forecasting), those functions are outside this framework. Limiting
scope to governance ensures focus and alignment with regulatory obligations.

Operating model (decision rights & guardrails)

Roles:

Policy owners draft and approve policies as code; define escalation thresholds;
participate in quarterly reviews.

Domain data owners are accountable for data quality, metadata accuracy and
access decisions within their domain.

Al agents execute pre-defined playbooks (observe, recommend, repair) and provide
evidence. Each agent has a clear scope (e.g., DQ monitor, policy & standards
enforcement) and is pinned to specific prompt templates and model versions.
Virtual Governance Council combines the policy owners and domain data owners
with audit and risk officers; it reviews metrics, approves changes and handles
escalations.

Automation levels by risk class:

Table 2: Depending on the role, the risk classes must be broken down.

Risk Description Automation level
class
Low Non-sensitive  data, reversible | Auto-execute using pre-approved

actions playbooks

Medium | Sensitive data or complex | Recommend repair/action; require

transformations owner approval

High

Regulatory impact (PIl, financial, | Observe only; HITL must approve and
health data) execute




Escalation and change management

Escalation triggers:

Policy violation or denial dispute: When the policy & standards agent denies an
access request and the requester disputes the decision, the issue escalates to the
governance council for review. Disputes may arise due to conflicting policies,
outdated rules or ambiguous entitlements.

Anomaly surge: If the DQ monitor reports anomalies above a configured threshold
over a given period, indicating systemic issues, the council investigates root causes
and determines remediation priorities. Thresholds may be absolute numbers or
percentages of total records.

Model drift: Significant drops in performance metrics such as recommendation
acceptance rate or increases in false positives/negatives suggest concept drift or
data distribution changes. The council evaluates whether models need retraining or
prompt modifications.

Security breach suspicion: The detection of prompt injection attempts, data
poisoning indicators or abnormal access patterns triggers an immediate escalation
to security officers and the council, following incident response procedures/9].

Change management pipeline:

1.

Proposal: Policy owners or domain data owners submit change requests detailing
the rationale, scope, expected impact and rollout plan. Proposals may include new
policies, revisions to existing policies, or the introduction of new agents or playbooks.
Testing: Changes are deployed in a staging environment using representative
datasets. The governance council and domain experts review outputs, focusing on
correctness, compliance and unintended consequences.

Approval: The governance council evaluates test results against policies and
regulatory requirements. Only when consensus is reached do changes proceed to
deployment. For high-risk changes, legal and security teams may also review.
Roll-out: Approved changes follow a phased or canary rollout strategy. A small
portion of data or requests uses the new policy or playbook first. Metrics are
monitored closely to detect adverse effects.

Review: After deployment, metrics are analyzed over a defined period (e.g., two
weeks). If the change meets its objectives without causing regressions, it becomes
the new standard. Otherwise, it may be rolled back or adjusted.

Review cadence: Formal reviews occur quarterly, ensuring that policies, playbooks and
models remain aligned with evolving business priorities, regulations and technology. Ad hoc
reviews can be triggered by escalations, external regulatory changes or significant incidents.



Architecture overview

Orchestrator

The orchestrator receives governance events (e.g., new dataset arrival, access request,
data quality anomaly), plans multi-agent workflows, routes tasks to specialized agents and
handles escalation. It interfaces with schedulers, message buses and secrets management
services in a vendor-agnostic way.

Agent mesh

The framework comprises specialized agents that collaborate but operate within defined
scopes:

Policy & Standards Agent: Parses policy-as-code bundles, evaluates access
requests and verifies compliance. It enforces consistent decision logic across
enforcement points.

DQ Monitor Agent: Observes data quality metrics; uses statistical and semantic
detection to flag anomalies[77].

DQ Repair Agent: Decomposes repairs into steps and generates workflows using
LLM reasoning; research shows that decomposed tasks yield better accuracy than
one-shot cleaning/72].

Metadata & Lineage Agent: Generates and refreshes metadata; extracts lineage via
LLM-based parsing across script types/[4].

Catalog & Glossary Agent: Curates domain glossaries, tags data assets and links
them to ontology terms; leverages DCAT-compatible metadata generation/6].
Compliance & Pll Agent: Discovers sensitive fields, applies masking, anonymization
and retention policies; monitors policy drift.

Access & Privacy Agent: Enforces RBAC/ABAC with purpose binding, dynamic
consent and regionality; logs decisions.

Risk & Audit Agent: Collects traces, metrics and evidence bundles; calculates risk
scores; monitors adherence to SLOs.

Incident & Ticket Agent: Generates tickets for unresolved anomalies or policy
violations; tracks status and coordinates human responses.

Knowledge & Control Plane

Policy store: Version-controlled repository of policy bundles signed and reviewed;
canary deployment strategies ensure safe roll-outs.

Cross-agent knowledge base: Shared repository of documents, policies, prompts
and historical decisions. LLMs anchored to this knowledge base produce grounded



responses. Graph and vector indexes provide semantic and relational retrieval.
Provenance metadata links facts to sources.

o Metadata/lineage store: Maintains catalog entries, schemas, data contracts and
lineage graphs. LLM-based parsing complements embedded lineage capture from
processing engines[713].

o Audit/observability store: Stores events, metrics, and evidence bundles in
write-once-read-many (WORM) storage for compliance.

Data plane

The framework connects to existing data sources—ERP/CRM systems, data
warehouses/lakes, ETL/ELT pipelines, streaming platforms and SaaS APIs. Agents access
these systems via secure connectors with strict scopes and are subject to RBAC/ABAC
controls.

Runtime

The runtime includes platform services for scheduling, event routing, secrets management,
and container orchestration. It must be vendor-neutral to avoid lock-in and allow agents to
run on-premises or in the cloud.

Scalability considerations

To handle increasing data volumes and user requests, the architecture should scale
horizontally and efficiently. Key strategies include:

e Horizontal scaling of agents: Agents are designed to be stateless wherever possible.
This allows multiple replicas to process tasks concurrently. A load balancer
distributes incoming tasks based on agent capacity and task priority.

e Micro-batch processing: For high-volume tasks (e.g., scanning billions of rows),
agents process data in micro-batches. This reduces per-record overhead and
enables near real-time detection without overwhelming the system.

e Caching and vector indexing: The cross-agent knowledge base maintains a vector
index for semantic search. Frequently accessed prompts, embeddings and policy
queries are cached, improving latency and reducing repeated computation.

e Event-driven orchestration: Agents are triggered by events (e.g., new data arrival,
policy change, anomaly detection). An event bus decouples producers and
consumers, ensuring responsiveness and enabling asynchronous processing.



Backoff and rate limiting: The orchestrator implements rate limits and exponential
backoff when agents fail or downstream systems are slow. This prevents cascading
failures and ensures that critical tasks are prioritized.

Security and isolation

Governance requires strict security controls:

Network segmentation: Each agent runs in its own network segment with the
minimum privileges required to perform its tasks. Firewalls and service mesh policies
restrict inbound and outbound communication.

Secrets management: Agents obtain credentials and keys from a secure vault using
short-lived tokens. Secrets are not stored in agent memory beyond the time required
for operations.

Sandboxing: LLM execution environments isolate prompts and outputs to prevent
cross-contamination. If an agent is compromised, sandboxing limits lateral
movement.

Audit trails: All access to the policy store, knowledge base, metadata store and
observability store is logged with detailed contextual metadata. Logs feed into the risk
& audit agent for continuous monitoring.

Consistency clarified

Consistency is the cornerstone of effective governance. The framework enforces four
dimensions of consistency:

Data consistency: Agents verify that the same facts are replicated across systems.
Deterministic checks (e.g., primary-key uniqueness, foreign-key constraints,
partition-aware scanning) are codified in contracts. Repair agents apply idempotent
transformations and track diff histories.

Rule consistency: Policies are expressed as code. Agents use the same decision
logic at every enforcement point and log which policy version produced the decision.
Policy bundles are pinned to specific commits and signed.

Process consistency: Agents follow invariant playbooks, Check > Decide > Repair >
Verify > Audit, ensuring idempotent actions and defined compensation paths if steps
fail.

Decision consistency: Agents run with deterministic settings: pinned model
versions and prompts, temperature = 0, schema-validated outputs and provenance
tags. LLM safety research warns that output uncertainty and hallucination risk remain
challenges/[7]; thus decisions must be verifiable and fallback to deterministic rules
when high confidence is not achieved.



Controls & safety

Policy-as-code and GitOps: Policies are written in declarative languages (e.g., Rego) and
stored in a version-controlled repository. Signed bundles are deployed through continuous
integration/continuous deployment (CI/CD) pipelines with canary roll-outs. Every policy
decision logs the policy hash used.

Privacy & access controls: Use RBAC/ABAC frameworks with attributes for role, purpose,
region and time. Purpose binding ensures that data is accessed only for declared purposes,
reducing misuse. PII lifecycle management covers discovery, labeling, masking, retention
and deletion. LLM-based detection aids in discovering Pll but must avoid including PIl in
prompts/logs; privacy surveys highlight the risk of Pll leakage and prompt injection/9].

Human-in-the-loop (HITL): High-risk actions (e.g., bulk deletion, cross-jurisdiction
transfers) always require human approval. Agents present recommended actions with
explanationsincluding inputs, policy SHA and reasoning. The virtual governance council can
override or approve.

Explainability and provenance: Agents capture inputs, intermediate reasoning, final
decisions, diffs and policy versions. Researchers emphasize the importance of semantic
understanding and decomposition in cleaning tasks/5]; by logging each decomposition step,
auditors can reconstruct reasoning.

Model safety: LLMs are red-teamed before deployment. Guardrails enforce prompt hygiene
(strip secrets, avoid PIl), restrict tool use, and check outputs against schema constraints.
Chain-of-thought prompting is used internally but not exposed to end users. Safety surveys
note vulnerabilities such as prompt injection and data poisoning/9]; defense mechanisms
include input sanitization, anomaly detection and periodic model re-evaluation.

Observability, audit and evidence

Tracing: Use end-to-end tracing (conceptually similar to OpenTelemetry) to link a request
through policy decision, data checks, repairs and lineage updates. Each step emits
structured events with timestamps, agent IDs, policy versions and dataset identifiers.

Metrics and SLIs: Track DQ scores (e.g., percentage of valid keys), policy hit rates, masking
rates, MTTR and percentage of deterministic decisions. Monitor agent inference latency and
failure rates. Data lineage parsing results demonstrate that 10B-100B parameter LLMs
achieve >95 % table-level accuracy when guided by few-shot prompts/4]; these metrics
inform confidence thresholds.

Evidence bundles: For every agent action, generate a bundle containing inputs (e.g., dataset
sample, policy rules), decisions, diffs, hashes, modelversion and policy version, and lineage
links. Store bundles in WORM storage to satisfy compliance. Provide queryable access for
auditors.



Advanced observability patterns

Achieving robust observability in a distributed, agent-based governance system requires
more than basic logging. Lessons from site reliability engineering and distributed systems
can be adapted to the governance context to build a deeper picture of system behavior.

Instrumentation across layers: Each agent emits structured logs, metrics and traces.
Structured logs include machine-readable fields such as dataset identifiers, request IDs,
policy versions and model hashes. Metrics capture rates (e.g., number of access requests
per minute), counters (e.g., anomalies detected), histograms (e.g., latency distributions) and
gauges (e.g., backlog size). Traces connect events across microservices—tracking a single
policy evaluation from the orchestrator through the policy agent, DQ agents and metadata
updates—so that latency breakdowns and failures can be pinpointed quickly.
Instrumentation must be consistent across agents so that events can be correlated
automatically.

Event correlation and context propagation: Because governance workflows span multiple
agents and data sources, context must flow with the request. Unique identifiers (trace IDs)
propagate through message headers and database calls. This enables correlation of events
in the observability pipeline and supports root-cause analysis. For example, if a DQ repair
fails due to a schema mismatch, context propagation allows analysts to trace the failure
back to the ingestion agent that produced the incompatible schema. Correlation also aids in
combining evidence bundles into comprehensive audit logs.

Dynamic sampling and adaptive tracing: Full tracing of all events can be expensive and
may violate privacy if unnecessary details are captured. Instead, the observability system
can employ dynamic sampling. Low-risk, high-volume events (e.g., routine policy
evaluations) are traced at a lower sampling rate, while high-risk or anomalous events (e.g.,
denied access requests, anomalies above threshold) are sampled at a higher rate. Sampling
strategies are adjustable based on error budgets and SLO breaches. This reduces overhead
without sacrificing the ability to investigate incidents.

Distributed state monitoring: Many governance checks operate on distributed data stores.
Observability should capture the state of these stores at relevant times: for example, the
value of a data quality score in a specific partition or the version of a policy bundle applied.
Capturing snapshots of distributed state can help detect race conditions or eventual
consistency issues. When agents operate across multiple regions, monitoring must include
regional metrics to ensure compliance with data residency requirements.

Cross-domain metrics and composite indicators: Governance covers multiple domains—
quality, access, privacy, lineage, risk. Useful insights emerge when metrics are correlated
across domains. For instance, a spike in access denials coupled with an uptick in anomaly
rates may indicate that a new data feed is non-compliant. Composite indicators can be built
using weighted combinations of metrics across agents, providing a higher-level view for
executives. These indicators feed into dashboards and can trigger automated escalations.

Real-time versus offline analysis: Some observability signals require real-time processing
(e.g., detecting prompt injection attempts or sudden anomalies), while others can be



aggregated offline (e.g., monthly audit evidence completeness). The observability
architecture should support both streaming and batch analytics. A real-time rules engine
can inspect events on the fly, apply pattern matching and trigger alerts. Offline analytics can
use historical events to compute trends, perform root-cause analyses and refine policies.

Privacy-preserving telemetry: Logging and tracing must respect privacy constraints.
Personal identifiers and sensitive fields are either masked or replaced with pseudonyms
before telemetry leaves the system. Aggregated metrics should be computed in a way that
prevents re-identification. Differential privacy techniques, such as adding noise to counts,
can be applied where necessary. Observability controls themselves should be subject to
policy-as-code to ensure that telemetry collection does not violate governance rules.

Implementing these patterns requires close collaboration between data stewards, SRE
teams and security engineers. The payoff is a governance platform that provides deep
visibility into its own operation without overwhelming analysts or compromising privacy.

Service level objectives (SLOs)

Table 3: These SLOs should be negotiated with stakeholders and revisited quarterly. They
allow management to trade off automation aggressiveness with risk tolerance.

SLO Target
DQ SLO: Valid keys/emails in gold | 299.5%
layer

Policy SLO: Access requests | 100 % evaluated; P95 decision latency < 100 ms
evaluated

Repair SLO: Critical DQ incidents | =295 % mitigated within4 h
mitigated

Audit SLO: Evidence bundles | 100 % of agent actions captured with evidence
produced and lineage

SLO tiers and negotiation

Service level objectives are not one-size-fits-all. The right targets depend on the criticality of
the data, the regulatory context and the organization’s risk appetite. Establishing tiers of
SLOs helps align expectations between data providers, consumers and the governance
team.

Tiering by domain and sensitivity: Low-risk domains (e.g., publicly available reference
data) may have relaxed SLOs—perhaps allowing lower DQ scores or longer MTTR—because
errors have limited impact. High-risk domains (e.g., customer PIl, financial transactions)
require stringent targets and faster remediation. Sensitivity classifications should be derived
from data catalogs and compliance frameworks. Each classification maps to a baseline SLO
tier, which can be refined through negotiation.



Internal versus external SLOs: Some SLOs are internal, used for driving continuous
improvement among teams; others may be external commitments to regulators, partners or
customers. Internal SLOs can be more aggressive, serving as stretch goals, while external
SLOs are commitments that must not be breached. The negotiation process should separate
these categories and involve legal and compliance stakeholders when external
commitments are made.

Error budgets and risk-based levers: Adopting SLOs includes defining acceptable error
budgets—the maximum allowed proportion of failed operations within a time window. Error
budgets enable controlled trade-offs: if error budgets are under-spent (i.e., performance
exceeds targets), the governance council may approve more aggressive automation or
experimentation. If budgets are over-spent, automation may be throttled and investigation
prioritized. Risk levers adjust automation levels: for example, an agent may auto-repair
anomalies for low-risk data while only recommending repairs for medium-risk data. These
levers tie back to the automation matrix described in Section 4.

Negotiation process: Setting SLOs requires cross-functional workshops. Domain owners,
policy owners, data consumers, legal and operational teams contribute. Discussions cover
business impact, regulatory requirements, resource capacity and historical performance.
Draft SLOs are piloted, with metrics collected to gauge feasibility. After pilot periods, SLOs
are formally adopted. Revisiting SLOs at quarterly reviews allows adjustments as data
volumes grow, technologies evolve or regulations change.

Monitoring and reporting: Dashboards should present SLO compliance status in near
real-time. When SLOs are breached, runbooks define steps to mitigate and prevent
recurrence. Regular reports summaries compliance trends, error budget consumption and
upcoming risks. Transparent reporting fosters trust among stakeholders and informs
decisions about investing in additional capacity or tightening policies.

By treating SLOs as living contracts that reflect domain criticality and risk tolerance,
organizations can ensure that governance automation delivers value without sacrificing
reliability or compliance.

Risks & limitations

e Model brittleness and hallucination: LLM agents can generate incorrect or
inconsistent outputs, especially when domain context shifts. Research documents
that LLM agents face high inference latency, output uncertainty and security
vulnerabilities/[7][9]. Mitigation: pin models and prompts, use zero-temperature
settings, include deterministic rules and fallback logic, and maintain HITL oversight.

o False positives/negatives in DQ and Pll detection: LLM-based detection may flag
correct values as errors or miss subtle issues[77]. Mitigation: set thresholds, sample
results, stage roll-outs and include human review for critical data.

e Dependency on platform maturity: The framework assumes existing catalog,

lineage, identity and audit platforms. In less mature environments, additional
investment is required.



e Legal & compliance variability: Jurisdictional differences (e.g., GDPR, CCPA)
require configurable policy packs and location-aware enforcement. Agents must
respect data residency and cross-border rules.

e Privacy and security attacks: Surveys highlight attacks such as prompt injection,
jailbreaking and Pll leakage[9]. Mitigation: implement input/output filters, monitor for
anomaly patterns, isolate agent runtime and update models regularly.

Beyond technical risks, organizations must consider organizational and societal risks that
accompany the adoption of Al-driven governance.

Trust and adoption risk: Al agents may be perceived as black boxes, leading stakeholders
to question the fairness and correctness of their decisions. Without transparency and clear
accountability, there is a risk of resistance from data owners and regulators. Mitigation
involves comprehensive change management programmed, clear communication about
agent capabilities and limitations, and the inclusion of stakeholders in policy design.
Explainability tools and evidence bundles should be designed for human interpretability,
enabling stewards to trace decisions and build confidence.

Fairness and bias: LLMs are trained on large corpora that may contain societal biases.
When applied to governance, these biases could lead to unfair treatment—for example,
systematically flagging data from certain regions or minority groups as higher risk. Research
indicates that bias can propagate through training data and prompt design/8]. Mitigation
involves bias audits, the use of fairness metrics, diversification of training data and human
review of high-impact decisions. Policy owners should define fairness criteria and
incorporate them into policy-as-code.

Over-automation and deskilling: There is a danger that over-reliance on automation could
erode human expertise. If stewards no longer practice data quality analysis or policy
interpretation, skills may atrophy, reducing the organization’s ability to manage exceptional
situations or emerging risks. To mitigate this, automation should be phased and balanced
with continuous training and rotational assighments. The governance council should ensure
that humans remain engaged in critical decisions and that expertise is refreshed through
ongoing education.

Integration and interoperability challenges: The framework presupposes that agents can
interface with existing systems. In reality, data platforms may lack standard interfaces or
produce inconsistent metadata. Integration efforts can be costly and time-consuming.
Mitigation includes adopting open standards (e.g., OpenMetadata, OpenTelemetry),
investing in connectors and converters, and prioritizing integration with systems that handle
the most critical data first.

Regulatory uncertainty: Data protection laws evolve quickly, and new regulations such as
the EU Al Act or sector-specific requirements may impose constraints on automated
decision-making. Agents must adapt to different jurisdictions, which may require
region-specific policies, data residency controls and human oversight. Mitigation involves
tracking regulatory developments, maintaining configurable policy packs and consulting
legal counsel during policy updates.



Operational complexity: While agents simplify data governance tasks, they add operational
complexity in the form of orchestration, model management and observability
infrastructure. Teams must monitor not only data pipelines but also agent pipelines,
ensuring that models remain performant and knowledge bases are up to date. Mitigation
includes investing in automation pipelines (e.g., MLops for model retraining, dataops for
pipeline monitoring) and ensuring that SRE best practices are applied to the governance
stack.

These additionalrisks highlight the importance of viewing Al governance as a socio-technical
system. Technical safeguards must be complemented by organizational processes, cultural
change and continual monitoring to ensure that the benefits of automation are realized
without introducing new vulnerabilities.

Cost & value model

Effort shift: Manual stewardship hours decline as agents handle monitoring, repair and
evidence generation. Effort moves to designing policies, prompts, playbooks and performing
periodic reviews. Domain data owners need training to supervise agents.

Costdrivers:

e Model usage: Running LLMs for detection, repair and metadata generation incurs
compute costs; inference latency research suggests that large models may be
slow/[17], so small/medium models should be used where possible.

e Storage: Evidence bundles, lineage graphs and vector indexes consume storage;
WORM storage for evidence may be more expensive.

e Platform operations: Orchestrator, message bus, knowledge base and agent
management require operational support and monitoring.

Value levers:

e Reduced MTTR and fewer incidents: Automated detection and repair shorten
incident duration and prevent data quality issues from propagating.

e Higher audit-pass rates: Automatic evidence bundles, and consistent policy
enforcement reduce compliance costs.

e Improved data discoverability: Enhanced metadata generation and cataloging
reduce time spent searching for data and enable self-service analytics/[6].

o Reallocation of talent: Skilled engineers can focus on designing data products and
governance policies rather than manual fixes.

Overall, while initial investments are non-trivial, the framework provides long-term savings
by reducing errors, improving compliance and enabling faster decision-making.



Detailed cost breakdown

To make informed investment decisions, executives need a granular view of costs. Costs can
be categorized into capital expenditures (CapEx) and operational expenditures (OpEXx).

CapEx: These are up-front investments in technology and knowledge. They include building
or acquiring the orchestration platform, purchasing or licensing LLM models, deploying
secure knowledge bases and observability infrastructure, and developing connectors to
existing systems. CapEx also covers training staff, developing policy-as-code repositories
and designing initial playbooks. CapEx investments are amortized over several years and
should align with strategic roadmaps.

OpEx: Once the framework is operational, recurring costs arise from running models
(compute for inference, memory for vector stores), storing evidence and lineage data,
monitoring and maintaining the platform, and retraining models. OpEx also includes salaries
for governance engineers and SRE personnel, subscription fees for SaaS components, and
legal/compliance reviews. Given that model inference latency is a cost driver[7],
organizations can optimize OpEx by selecting model sizes appropriate to task complexity
and using hardware accelerators or caching techniques.

Indirect costs: There may be indirect costs, such as the opportunity cost of diverting experts
to build the governance framework, the potential for slower innovation during transition
periods, and the cost of integrating legacy systems. Additionally, failing to meet new
governance obligations can result in fines and reputational damage.

Expanded value drivers

Risk reduction: A quantifiable value is the reduction of fines, lawsuits and operational
disruptions due to non-compliance. By detecting issues early and producing defensible
evidence, the framework can avert costly incidents and regulatory penalties.

Faster time-to-insight: Improved data quality and metadata reduce time spent locating and
cleaning data. This accelerates analytics and decision-making, enabling teams to respond
more quickly to market changes.

Enhanced collaboration: A shared knowledge base and consistent governance processes
foster collaboration across data, security, legal and business teams. The ability to interpret
each agent’s decisions through evidence bundles reduces miscommunication and builds a
shared understanding of data assets.

Innovation enablement: With governance tasks automated, data professionals can
experiment with new data products, machine learning models and business processes.
High-quality data and clear policies lower the barrier to innovation by reducing risk and
overhead.

Cultural benefits: Transparent governance signals to employees and customers that the
organization values privacy and ethics. This can improve morale, attract talent and
strengthen brand reputation.



Return on investment (ROI) considerations

Quantifying ROI requires comparing expected benefits to costs over time. Organizations
should model different scenarios, varying the speed of adoption, extent of automation and
risk assumptions. Scenario analysis can reveal the break-even point where reduced incident
costs, faster project delivery and higher audit scores outweigh investments. Key inputs
include historical incident rates, average remediation costs, audit findings, and projected
growth in data volume. Sensitivity analysis can show how changes in regulatory fines or
anomaly rates affect ROI. A phased adoption (see Section 12) spreads investment and
allows course corrections based on early results.

Phased adoption roadmap

Table 4: The roadmap outlined serves as a high-level guide. Successful adoption requires
detailed planning and an appreciation of organizational dynamics.

Phase Focus Key activities Governance
maturity
Phase 1 - | Baseline Define policies as code; | Agents observe and
Foundations | policy-as-code, deploy observability | report; no automated
read-only pipeline; implement DQ | repairs; HITL
monitoring monitoring and metadata | decisions
extraction; generate
evidence bundles;
establish initial KPIs and
SLOs; start training staff.
Phase 2 - | Recommendation | Introduce DQ Repair agent | Mixed automation;
Assist and limited | to suggest fixes; enable | recommendations
automation metadata/catalog accepted by humans;
automation; enrich the | risk-based gating
knowledge base;
implement agentic data
harmonization for low-risk
domains; adopt few
pre-approved auto-execute
playbooks for  low-risk
tasks; continue HITL
approvals.
Phase 3 - | Broad Expand auto-execute | Agents
Autonomy auto-execution playbooks to moderate-risk | autonomously
with and continuous | domains; unify  policy | execute within
guardrails improvement enforcement points; | defined risk
implement dynamic access | boundaries; HITL
controls; conduct quarterly | only for high-risk
reviews; refine metrics; | actions




maintain red-teaming and
model updates.

Phase 0 - Readiness assessment: Before deploying any agents, organizations should
conduct a readiness assessment. This includes inventorying data assets, mapping existing
policies and controls, evaluating data quality baselines, assessing catalog and lineage
maturity, and identifying gaps in identity and access management. Stakeholder interviews
help uncover pain points and define success criteria. Training needs for policy owners, data
stewards and engineers are identified. The readiness assessment produces a roadmap for
phase 1 with clear priorities and resource allocations.

Phase1 - Foundations (expanded): Beyond defining policies and building basic
observability, this phase includes establishing a policy council, developing a taxonomy for
data classifications and sensitivity labels, and integrating the policy store with source
control and continuous delivery tools. Metadata and lineage capture must be validated
against actual workflows. A small pilot domain (e.g., finance or marketing) is selected to test
the DQ monitor, and evidence bundle generation. Early wins and lessons learned inform
wider roll-outs. At the end of phase 1, baseline metrics (DQ scores, MTTR, policy decision
latency) are established and used to set initial SLOs.

Phase 2 - Assist (expanded): Training is critical as agents begin to recommend actions.
Governance teams must build trust in the suggestions and refine prompts and playbooks
based on feedback. Metadata enrichment is extended beyond the pilot domain, and the
catalog agent creates cross-domain glossaries. Policy-as-code adoption expands to include
purpose binding and dynamic consent. Knowledge base curation becomes continuous, with
ingestion of new policies, decisions and feedback. Organization-wide communication
shares early successes and challenges. The phase emphasizes human oversight to prevent
over-automation and ensures that domain experts remain engaged.

Phase 3 - Autonomy with guardrails (expanded): As automation broadens, continuous
monitoring becomes more important. The governance council defines dynamic thresholds
for switching between observation, recommendation and auto-execution, based on SLOs
and error budgets. Agents integrate with incident management tools to trigger automated
escalations. Advanced capabilities such as predictive quality alerts—where agents
anticipate issues based on patterns—are introduced. Regulatory audits use evidence
bundles directly, reducing manual evidence preparation. Red-teaming and adversarial
testing are conducted regularly to evaluate resilience against prompt injection and data
poisoning. Continuous education programs ensure that the organization understands the
evolving governance system.

Throughout all phases, change managementis essential. Leaders must articulate the vision,
communicate progress transparently and address concerns. A feedback loop informs policy
updates, playbook revisions and model tuning. By incrementally building capability and
demonstrating value, the organization fosters trust and avoids disruption.



Conclusion and next steps

The journey toward data governance through specialized Al agents is both ambitious and
pragmatic. This report has articulated a comprehensive framework that balances
automation with human oversight, combining policy-as-code, specialized agents, robust
observability, clear SLOs and careful risk management. The literature review underscores
that advances in LLM capabilities, ranging from data cleaning and metadata generation to
lineage extraction and harmonization, are ready to be operationalized, provided that
organizations invest in control planes and guardrails.

As organizations contemplate adoption, several next steps emerge:

1. Align strategy with business priorities: The agentic governance framework should
support the organization’s strategic objectives, whether they involve regulatory
compliance, data monetization, or customer trust. Leaders must articulate how
improved data governance will accelerate these goals.

2. Invest in foundational infrastructure: A successful implementation depends on
robust data platforms, catalogs, lineage capture and identity management. Gaps
identified during readiness assessments should be addressed early to avoid
bottlenecks.

3. Engage stakeholders and build culture: Governance is a team sport. Policy owners,
data stewards, engineers, business users, security and legal teams must collaborate.
A culture of transparency, accountability and continuous learning is essential.
Training programs should demystify Al agents and empower stakeholders to use them
effectively.

4. Pilot and iterate: Rather than attempting full automation from the outset,
organizations should run controlled pilots in selected domains. Pilots test
integration, evaluate agent performance, fine-tune policies and build confidence.
Feedback from pilots informs subsequent phases.

5. Measure and refine: Consistent metrics and SLOs provide objective evidence of
progress. Management should regularly review these metrics, adjust targets and
refine playbooks. Error budgets and SLO tiers enable nuanced decision-making about
automation levels.

6. Stay abreast of research and regulation: The field of LLMs is evolving rapidly, as are
data protection laws. Leaders should monitor new techniques (e.g., smaller
specialized models, multimodal agents), participate in standards development and
update policies accordingly. Engaging with external communities—academic, open
source and regulatory—keeps the governance framework current and resilient.

Implementing specialized Al agents for data governance is not a one-off project but a
continuing endeavor. By following a phased roadmap, investing in controls and observability,
and fostering an organizational culture of responsible data use, companies can achieve the
report’s claim: data governance delivered through specialized Al agents—from data
quality through compliance—kept consistent across data, rules and processes, and
scalable as your footprint grows.






Literature review (2024-2025)

Table 5: Literature that contains research in this field.

Citation

Year

Domain & insight

Summary and relevance

Guannan Liang et al.,
“LLM-Powered Al Agent
Systems and Their
Applications in

Industry”[71]

2025

Al agents

Survey showing that
LLM-powered agents offer
flexibility across domains but
face challenges like high
inference latency, output
uncertainty, lack of evaluation
metrics and security
vulnerabilities. Highlights the
need for control mechanisms and
benchmarks. Supports our
proposal to pin model versions
and implement guardrails.

Shuo Zhang etal.,, “Data
Cleaning Using Large
Language Models”[3][5]

2024

Data quality

Introduces Cocoon, a system
that decomposes complex
cleaning tasks into manageable
components and combines
LLM-based semantic
understanding with statistical
detection. Demonstrates that
traditional statistical methods
have low accuracy and recall and
that decomposition improves
performance. Informs our DQ
monitor and repair agents.

Lan Li
“AutoDCWorkflow:
LLM-based Data Cleaning
Workflow
Auto-Generation
Benchmark”[2]

etal.,

and

2024

Data
workflow

quality

Presents a pipeline that prompts
LLMs to generate data-cleaning
workflows by selecting target
columns, inspecting quality and
generating operations. Provides a
benchmark showing that LLMs
can plan cleaning workflows
without fine-tuning. Supports our
recommendation to use agents
for workflow generation.

Lennart Busch etal.,
“Exploring LLM
Capabilities in Extracting
DCAT-Compatible

2025

Metadata/catalog

Evaluates zero-shot and few-shot
prompting strategies for
generating DCAT-compatible
metadata. Finds that LLMs
produce metadata comparable




Metadata for Data to human-created content; larger
Cataloging”[6] models and fine-tuning enhance
classification accuracy. Guides
our metadata and catalog agents.
ZhaopingLuo etal.,, “A| 2024 | Lineage parsing Proposes a few-shot,
Large Language chain-of-thought prompting
Model-Based Approach method to extract lineage across
for Data Lineage SQL, Python, Shell and Flume
Parsing”[4] scripts. Achieves =295%
table-level accuracy with 10B-
100B parameter models. Shows
that LLMs can handle non-SQL
scripts but require prompt
engineering and multi-expert
collaboration. Informs our
lineage agent design.
Aécio Santos etal.,, | 2025 | Data Describes Harmonia, a system
“Interactive Data harmonization that uses LLM reasoning,

Harmonization with LLM
Agents: Opportunities and
Challenges”[7]

interactive user interfaces and a
library of harmonization
primitives to build pipelines.
Demonstrates that data
harmonization remains
challenging due to schema
mismatches and that agentic
approaches can streamline
expert involvement. Highlights
the need for user-interoperable
agents.

Multiple authors, “The
Importance of Al Data
Governance in Large

Language Models”[8]

2025

Data governance
overview

Positions Al data governance as a
framework spanning the entire
LLM lifecycle—training,
validation, deployment and
operations. Emphasizes the need
to manage data responsibly,
confidentially and ethically;
addresses data quality, bias,
privacy laws, security protocols
and compliance. Provides
foundational context for our
framework.

Badhan Chandra Das
etal., “Security and
Privacy Challenges of

2024

Security & privacy

Surveys vulnerabilities in LLMs,
including  prompt injection,
jailbreaking, data poisoning and




Large Language Models: A
Survey”[9]

Pll leakage, and reviews defense
mechanisms. Underlines the
necessity of robust guardrails,
input sanitization and
privacy-preserving protocols.
Supports our safety controls and
risk considerations.




Appendices

Glossary
Term Definition
Agent Autonomous software component that observes, reasons and

acts to achieve a governance goal.

Al agent mesh Network of specialized governance agents orchestrated through a

central coordinator.

Representation of access, masking and retention rules in

declarative code; versioned and auditable.

Policy-as-code

DQ (Data Quality) | Percentage of records meeting quality rules (e.g., valid keys,

score non-null values).

MTTR (Mean Time to | Average time taken to detect and remediate a data quality or policy
Repair) incident.

P95 decision | 95th percentile of response time for policy decisions.

latency

Evidence bundle Collection of inputs, decisions, diffs, model/policy versions and

lineage links generated for each agent action.

Lineage Trace of data flow from source to destination through
transformations; includes table-level and operator-level
relationships.

RBAC/ABAC Role-based and attribute-based access control mechanisms that

manage permissions based on roles or attributes (e.g., purpose,
region).

Example decision matrix (automation levels by domain and risk)

Domain Low risk Medium risk High risk

Data quality Auto-execute Recommend fixes for | Observe only;
pre-approved repairs | anomalies; human | human decides
(e.g., deduplication, | approves on irreversible
type casting) changes

Metadata/catalog | Auto-generate and | Suggest metadata; | Observe; manual
publish metadata; | await review curation
update catalog entries

Lineage Auto-parse lineage | Recommend lineage | Observe; manual

extraction from scripts and log; | mappings; human | extraction
update graph validates




Access/privacy Auto-grant access to | Recommend Observe; no
public data sets access/masking auto-grant
decisions; human
approval
Risk/audit Auto-collect metrics | Recommend risk | Observe and
and evidence scores and | alert; council
escalations decides

Sample KPIs & review cadence template

KPI Baseline Target Review Owner
cadence
DQ score 97 % valid | 299.5 % | Quarterly Domain data
keys/emails owner
MTTR of  critical | 72h <4h Monthly Governance
incidents council
Policy decision | 800 ms <100 ms | Continuous Policy &
latency (P95) standards agent
Audit evidence | 60 % actions | 100 % Quarterly Audit/risk officer
completeness logged
Assumptions

This report assumes that the organization already operates foundational data management
systems, catalogs, lineage capture, identity and access management, and that these
systems expose APls suitable for integration. It assumes that data owners are willing to
formalize policies as code and that there is executive support for investing in automation. It
also presupposes that the organization is willing to adopt open standards for metadata and
policy representation. The agent-based framework is platform-agnostic, but its
effectiveness depends on the quality and completeness of underlying metadata. For
simplicity, the report treats policies as static within a quarterly review cycle, although in
reality policies may require more frequent updates. Time-to-market for deploying agents
varies by domain and regulatory context; the roadmaps presented are illustrative, not
prescriptive. Finally, while all cited research is from 2024-2025, advances in LLM
capabilities and regulatory shifts could alter best practices. Organizations should revisit
assumptions periodically and adjust their strategies accordingly.
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